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/ Introduction \

Machine learning (ML) has become integral to numerous
domains due to its potential to automate decision-making
processes and handle complex tasks. Despite the growing
popularity of ML systems, they are susceptible to adversarial
scenarios. This research demonstrates the applicability of
software reliability and resilience tools to ML algorithms
providing an objective approach to assess recovery after a
degradation from known adversarial attacks.

Contribution Objectives

- Apply Software Reliability Growth Models (SRGM) to
characterize defects discovery in ML-enabled applications

- Apply resilience models to track and predict ML-systems
performance under adversarial scenarios

- Develop data collection technique to promote risk
guantification that can provide best practices in order to
conserve resources
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Generative Adversarial Attacks

Fast Gradient Sign Method (FGSM)
a likelihood-based model to generate adversarial examples for a
neural network model

Xgdpy = X + € Xsign(V,.L(8,x,y))

Projected Gradient Descent (PGD)

uses the magnitude of the gradient, taking multiple steps in the
direction of the gradient of the output of the classification model
with respect to the input image.
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Defensive Measures

Adaptive Adversarial Training (AAT): combines Adversarial and
Online training to achieve an even more robust model. The model
IS continuously trained with newly available data while retaining
previously learned knowledge
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Modeling
Reliability Resilience
NHPP SRGM Regression Models

Mean Value Function

* Goel-Okumoto (GO)
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» Weibull Model m(t) = a(l — ePt%)

« Delayed S-shaped (DSS) m(t) = a(1 — (1 + bt)e™Pt)
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Cox Exponential Function
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Model Estimation

Likelihood Function
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Covariate Software Failure and Reliability
Assessment Tool (C-SFRAT)

Software Failure and Reliability Assessment
Tool (SFRAT)
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Predictive System Resilience Assessment
Tool (PSRAT)
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Conclusion & Future Work

« This research
« Developed data collection technique to apply traditional NHPP
models with and without covariates
« Successfully characterized the deterioration and recovery of the
ML-based model using resilience modeling approaches
 Future research will explore advanced statistical techniques,
applications to cyber-physical systems, and pre-existing ML-based
systems
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