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Deficiencies and Bottlenecks in the Defense Industrial Base 
Directly Impact DoD Capabilities
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No Single Entity in the DoD or DIB Has a Complete Picture of 
the Supply Chain for Military Critical Components 

• Government authoritative sources are often 
stove-piped, and organizations are reluctant 
to share data.

• When data sharing is possible, limited 
documentation and incompatible schemas 
often make analysis difficult.

• Unclassified, open source, publicly 
available data can fill in gaps and identify 
vulnerabilities.
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Open Source Data Is Often Undervalued Compared to 
Government Authoritative Sources 

• Contracts and Subcontracts

• Sanction and Entity Lists

• SEC Filings

• Board/Personnel Activity

• Ownership/Investment Transactions

• Joint Ventures, VC, Angel, Post IPOs

• Patents

• Grants

• Commercial Earning Calls 

• Business Locations

• M&A Activity

• Legal Filings/ Bankruptcy

• Budget Exhibits

• Contract Acquisition Management Packages

• Manufacturing Facilities
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Open Source Data Considerations

• Refresh is easy, data is more likely to be regularly updated.

• Schema/Documentation is more available, but connecting data sources is 
challenging.

• Data sources are often not designed to support defense analysis, so 
flexibility is key.

• Pivot and adapt to use the same or related data to answer multiple questions 
of interest.



6

Reproducibility Is Key in Supporting Adaptable Analyses

Methods such as version control 
and markdown are commonly used 
to enhance the reproducibility of 
analyses. 

However, reproducibility alone is 
not enough to allow for adaptability. 
We must also be able to 
incorporate new data and 
transformations to rapidly and 
effectively respond to senior leader 
needs.
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Each node represents an action or transformation performed on the data in 
a particular order, taking into account dependencies

Data Pipeline: Directed Acyclic Graph
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The pipeline can be transparently modified to include an additional data 
source or transformation.

Data Pipeline: Directed Acyclic Graph
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Many software options exist – remaining tool-agnostic prevents platform 
lock-in, since different solutions may be more appropriate for different 
problems.

A Data Pipeline Is a Capability, Not a Tool
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Luigi Pipeline Example Dependency Graph
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Entity A Entity BRelationship

Storing data graph-natively rather than in a SQL-like relational database 
allows for easier network-style queries.

Many Forms of Data Are Naturally Graphical and Can Be Described with 
Relationships and Entities
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Components and Subcomponents Are Hierarchically 
Structured and Tied to a System of Interest 
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Components and Subcomponents Are Linked to Their 
Respective Suppliers
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Expansion of the Components and Subcomponents for a 
System of Interest
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Expansion of the Components, Subcomponents, and 
Suppliers for a System of Interest
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Components Shared Between Multiple Systems of Interest
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Suppliers Are Categorized Using Contract Period of 
Performance Metadata 

Block I: 2007-2011

Block I and Block II

Block II: 2013-2017
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Merger and Acquisition Activity in the Set of Suppliers
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Shared Suppliers Between Multiple Programs of Interest
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