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MOTIVATION

Machine learning 

models are used in 

many high-stakes 

national security 

settings 

Models can degrade 

over time as the 

underlying 

relationships in the 

process change. 

If that change goes 

undetected, the 

model performance 

can quietly become 

unreliable. 

This threat demands 

clear signals when a 

model can no longer 

be trusted.
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CONCEPT DRIFT

A change in the relationship between input features (𝑋) and the output (𝑌), meaning 

𝑃𝑡 𝑌 𝑋 ≠ 𝑃𝑡+1(𝑌|𝑋).

𝒚 = 𝜷𝟎 + 𝜷𝟏𝒙 + 𝝐 𝒚 = 𝜷𝟎 + (𝜷𝟏 + 𝟏)𝒙 + 𝝐

Before drift: the pre-drift model fits well
After drift: using the pre-drift model would 

mispredict the post-drift relationship
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ML MONITORING EXTENDS CLASSICAL SPC

Phase 0

Phase 1

Phase 2

Process Data

Analyze data in a retrospective analysis to 
determine if the process is stable

Establish Control Limits

Compare the sample statistic for each 
successive sample to the process control 

limits

Classical SPC

Model Data

Establish Control Limits

Compare the sample statistic for each 
successive sample to the process control 

limits

Process Data

Train Model

ML Model Monitoring

Online Data Online Data

Analyze data in a retrospective analysis to 
determine if the process is stable
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DETECTING CONCEPT DRIFT: TWO APPROACHES

Drift Begins

Score shift detected

Model performance drops

Error spike detected

Detection Window Saved

Error-based Monitoring Score-based Monitoring

Monitors The model’s mistakes The model itself

Metrics Residuals, accuracy, precision, 

recall, etc.

Scores

When can 

detect drift

Only after performance drops Possibly before errors appear
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MONITORING THE FISHER SCORE MATRIX

Fisher Score: the gradient of the log-likelihood with respect to the 

parameters. 

Linear Regression Case:  𝐲 = 𝑋𝜷 + 𝝐,  𝝐 ∼ 𝒩 𝟎, σ2𝐼  

𝑠 𝜷; 𝑋, 𝒚 =
1

𝜎2
 𝑋𝑇(𝒚 − 𝑋𝜷)

=

1

𝜎2 𝑦1 − 𝒙𝟏𝜷 𝑥11 +

1

𝜎2 𝑦1 − 𝒙𝟏𝜷 𝑥12 +

⋮
1

𝜎2 𝑦1 − 𝒙𝟏𝜷 𝑥1𝑝 +

1

𝜎2 𝑦2 − 𝒙𝟐𝜷 𝑥21 +

1

𝜎2 𝑦2 − 𝒙𝟐𝜷 𝑥22 +

⋮
1

𝜎2 𝑦2 − 𝒙𝟐𝜷 𝑥2𝑝 +

…

1

𝜎2 𝑦𝑛 − 𝒙𝒏𝜷 𝑥𝑛1

1

𝜎2 𝑦𝑛 − 𝒙𝒏𝜷 𝑥𝑛2

⋮
1

𝜎2 𝑦𝑛 − 𝒙𝒏𝜷 𝑥𝑛𝑝

 𝛽2

𝛽1

𝛽𝑝

Observation 1 Observation 2 Observation n 5



WHAT DO SCORES TELL US ABOUT CONCEPT DRIFT?

As 

parameters 

drift upward, 

scores will 

increase

proportionally

As 

parameters 

drift 

downward, 

scores will 

decrease

proportionally

If no drift 

occurs, scores 

vary around 

zero
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EXAMPLE: 𝑦 = 𝛽0 + 𝛽1 𝑥 → 𝑦 = 𝛽0 + (𝛽1 +1)𝑥
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𝚫𝜷𝟏 = 𝟏



EXAMPLE: 𝑦 = 𝛽0 + 𝛽1 𝑥 → 𝑦 = 𝛽0 + (𝛽1 +1)𝑥

Pre-drift scores vary around 0 Post-drift scores vary around 𝚫𝜷 8

𝚫𝜷𝟏 = 𝟏



CAN AVOID FALSE ALARMS DUE TO NOISE BY 
MONITORING THE EWMA STATISTICS VIA:

𝑍𝑡 = 𝜆𝑆𝑡 + 1 − 𝜆 𝑍𝑡−1  
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𝚫𝜷𝟏 = 𝟏



SCORE-BASED MONITORING NOT ONLY DETECTS DRIFT, 
BUT CAN DIAGNOSE WHICH PARAMETERS ARE DRIFTING

Consider a multivariate model: 𝑦 = 𝛽0 + 𝛽1𝑥1 + 𝛽2𝑥2 + 𝛽3𝑥3

1

Monitor the multivariate EWMA value of all parameters: 

𝑇𝑡
2 = 𝑧𝑡 − ҧ𝑠 𝑇 ෢Σ−1(𝑧𝑡 − ҧ𝑠)

2

Once the multivariate statistic flags, study individual parameter 
scores

3
Update the system or model to address the changing relationship

10



STEP 1) MONITOR THE MULTIVARIATE EWMA VALUE OF ALL 

PARAMETERS: 𝑻𝒕
𝟐 = 𝒛𝒕 − ഥ𝒔 𝑻 ෣𝚺 −𝟏 (𝒛𝒕 − ഥ𝒔)
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STEP 2) ONCE THE MULTIVARIATE STATISTIC FLAGS, STUDY 
INDIVIDUAL PARAMETER SCORES

𝚫𝜷𝟑 = 𝟏

𝚫𝜷𝟏 = 𝟎

𝚫𝜷𝟐 = −𝟏
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STEP 3) ADDRESS SYSTEM

Changing Relationship

Retrain model on the updated 

relationship

Update system to address the 

changing relationship

Acceptable
NOT

acceptable
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SUMMARIZING SCORE-BASED MONITORING

• Concept drift occurs when the relationship 𝑃(𝑌|𝑋) changes over time, degrading 

model performance.

• Score-based monitoring tracks the gradient of the log-likelihood, whose expected 

value is zero when no drift has occurred. 

• Changes in the average score vector indicate concept drift.

• Individual parameter scores can be monitored to diagnose how the process is 

changing

• Scores can detect drift even if errors don’t increase
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ADDITIONAL 
CONSIDERATIONS

• How do we set control limits?

• How does the distribution of 𝑋, 𝑃(𝑋), 

affect score monitoring? 

• How does correlation amongst predictors 

affect score monitoring?

• What if a new variable, previously 

unmonitored, enters the relationship? 

• How do we best use Phase-0 and Phase-I 

data for estimating monitoring statistics 

and control limits?

• What about different types of drift? 
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THANK YOU!
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